

Annex 1 – TECHNICAL SPECIFICATION EN
Content of the technical specification
1. Objective and Purpose of the Public Contract
· Description of the vision for the regional data space
· Strategic importance of the solution for the contracting authority and its partners
· Relation to European initiatives (Data Spaces Support Centre, GAIA-X, IDSA, iSHARE, EDWG)
2. Scope of Delivery
· Design, implementation, and pilot operation of a scalable data space technology architecture with an anticipated scope of up to 100 connectors, with the possibility of future expansion without the need for a complete system reconstruction.”
· Ensuring compliance with the IDSA Reference Architecture Model (IDS-RAM)
· Compliance with common European data space trust framework (e.g. GAIA-X, iSHARE)
· Delivery of components: Connector, Identity Provider, Metadata Broker, Clearing House, etc.
· Provision of support and documentation
3. Functional Requirements
· Capability for federated and decentralized operation
· Management of access rights and contractual conditions (data usage policies)
· Possibility to connect external participants (e.g., municipalities, emergency services, private operators)
· Auditability and traceability of data transfers
4. Technical Requirements
· Compatibility with open standards (IDS, GAIA-X, W3C, ISO/IEC, EDWG)
· Usability in hybrid (cloud/on-premise) environments
· Support for European digital identity (EUDI Wallet, eIDAS 2.0)
· Demonstrated cybersecurity compliance (ENISA, NIS2 ready)
5. Interoperability Requirements
· Interoperability with other European data spaces (e.g., mobility, tourism, health)
· Support for standardized data models (e.g., DCAT-AP, NGSI-LD)
· Export of data to external analytical tools and BI systems
6. Organizational and Implementation Requirements
· Project phases (analysis, design, development, pilot operation, documentation)
7. Glossary of data space terms
[bookmark: _heading=h.ax5b6fsd44gh]

1. Introduction to the technical specifications
The regional authority (hereinafter referred to as the “Contracting Authority”) is preparing a public procurement procedure for the selection of a technology and services provider to implement and pilot a data space in accordance with the IDSA reference architecture and rulebook and common European data space trust frameworks (e.g. GAIA-X, iSHARE, ...).. This data space will serve as a foundation for interoperable, secure, and trustworthy data sharing among various actors in public administration, the private sector, and research organizations in the field of tourism and related sectors.
This document serves as the technical specification outlining the Contracting Authority's preliminary requirements for the subject of the contract and establishing the structure through which specific parameters, schedules, and requirements for interoperability, scalability, and security will be refined during the negotiation process.
2. Scope of Delivery
The subject of this public contract is the design, delivery, implementation, and pilot operation of a Data Space, which must comply with the technical and organizational principles defined by the following standards:
· the IDSA reference architecture and rulebook and common European data space trust frameworks (e.g. GAIA-X, iSHARE, ...).
· and other relevant specifications published by the Data Spaces Support Centre (DSSC).
The objective is to enable secure, sovereign, auditable, and contractually governed data sharing among various types of participants (e.g., public administration, municipalities, emergency services, research organizations, private companies) within a single federated ecosystem.
2.1. Components of the Delivery
The delivery consists of the following core elements:
a. Design and Delivery of Data Space Components
The contractor shall design, implement, and deploy the following software components, which together will constitute a functional Data Space in accordance with principles of the IDSA reference architecture and rulebook and common European data space trust frameworks (e.g. GAIA-X, iSHARE, ...).


	Component
	Function Description

	Data Space Connector (e.g. IDS, EDC, ...)
	Enables uploading, sharing, and receiving data between participants, ensuring data sovereignty and controlled access.

	Identity Provider
	Manages authentication and identity services in accordance with a common European data space trust framework (e.g. GAIA-X, iSHARE, ...).

	Participant Registry
	Maintains records of registered Data Space participants, including metadata about their capabilities and permissions.

	Metadata Broker
	Facilitates access to metadata (data catalogues) published by participants.

	Clearing House
	Enables independent auditing and recording of transactions in the Data Space (e.g., logging of data flows, ensuring trust).

	Usage Policy Manager
	Manages and enforces contractual conditions for data usage.

	Trust & Certification Services
	



b. Integration of Data Sets and Connection of Selected Participants
The contractor shall perform the following tasks:
· Integrate at least two pilot data providers (e.g., a public entity, research institution).
· Connect one to two data consumers who will utilize the data in a specific application scenario.
· Implement a data catalogue (e.g., in the DCAT-AP, NGSI-LD, or RDF/SPARQL endpoint format).
c. Deployment into Pilot Operation and Support for Testing
The contractor shall ensure:
· Installation and configuration of components in the contracting authority's environment (cloud-based, hybrid, or on-premise as agreed).
· Testing of interoperability with existing European services (e.g., GAIA-X Federation Services, DSSC Sandbox).
· Training of system administrators and selected users on component operation, access rights management, data publishing and basic service management,
· Ensuring transfer of know-how required for stand-alone operation, administration and future expansion of the data space,


d. Technical and Methodological Documentation
The output will include a set of documents describing:
· The solution architecture (including components, APIs, and integrations)
· Security and operational configurations
· User manuals for both administrators and participants
· The onboarding methodology for new partners
e. [bookmark: _heading=h.mtmt1nnh1b84]Requirements for Operation and Support of DSaaS (Data Space as a Service)
This section outlines the preliminary requirements and expectations for the Data Space as a Service (DSaaS). These requirements serve as the basis for negotiation and further refinement of the tender documentation. Suppliers are invited to assess these requirements in terms of feasibility and service levels, and to propose potential improvements in the form of general terms and conditions.
[bookmark: _heading=h.6wzggzjdrbhh]1. Service Availability (Uptime Guarantee)
The DSaaS provider must guarantee a minimum service availability of 99.5% per calendar month, excluding planned outages.
· Planned outages must be announced at least 5 business days in advance.
· Outages must be scheduled outside working hours (Monday–Friday, 08:00–18:00 CET), unless agreed otherwise.
· In case of failure to meet the availability threshold, compensations or penalties will be applied as defined in the SLA.
[bookmark: _heading=h.om9ni491nq5i]2. Helpdesk and Technical Support
The provider must ensure access to a multilingual helpdesk (English mandatory) with the following support levels:
[bookmark: _heading=h.fdeaw98tqdzi]2.1 Incident and Problem Management
The provider must:
· Maintain an incident management system accessible to the contracting authority.
· Provide regular updates on open incidents and a final report for each P1-level incident.
· Implement problem management, including root cause analysis and recurrence prevention measures.
[bookmark: _heading=h.dy1ibmdg1x7s]

2.2 Monitoring and Reporting
Real-time monitoring of key services will be provided, with partial access for the contracting authority (e.g., a status dashboard).
Reports shall include:
· Availability statistics
· Incident response statistics
· Support statistics
· Planned and unplanned maintenance
[bookmark: _heading=h.o0uc2m9lz07p]3. Data Availability and Integrity
· Data within the DSaaS must be backed up or replicated daily.
· Recovery Point Objective (RPO): max. 24 hours
· Recovery Time Objective (RTO): max. 12 hours
[bookmark: _heading=h.qd5s2py4nwbb]4. Escalation Procedures
The provider must define and maintain an escalation scheme for unresolved incidents. The contact details of responsible personnel must be up-to-date and available throughout the contract term.
[bookmark: _heading=h.tt5iuhroi5rx]5. Penalties and Service Credits
If the SLA is not met, compensations or financial penalties shall apply (as a % of the monthly payment):
· 98–99.5%: 5% credit
· 95–98%: 10% credit
· Below 95%: 20% credit or the option to terminate the contract in case of repeated breach
[bookmark: _heading=h.z1lm1myi72qh]6. End-User Support Integration
If the DSaaS includes end-user-facing components (e.g., dashboards or APIs), the provider must offer support or integration of end-user support systems.
[bookmark: _heading=h.d81u249ujn3w]

7. Change Management and Versioning
· The provider must give at least 30 days' notice of any significant change or new version.
· The contracting authority must be given the opportunity to test new versions in a staging environment prior to production deployment.
[bookmark: _heading=h.cliiyckbmh91]8. Exit Strategy and Data Portability
· Upon contract termination, the provider must enable export of data in open standard formats (e.g., CSV, JSON, RDF) and support data migration within 30 calendar days.
· A detailed exit plan must be part of the contractual documentation.
[bookmark: _heading=h.p2zl8rhxbwfz]Helpdesk Support Levels
	Support Level
	Description
	Response Time
	Resolution Time

	Critical (P1)
	Complete service outage, DSaaS inaccessible
	1 hour
	4 hours

	High (P2)
	Major functionality degradation, partial outage
	4 hours
	1 business day

	Medium (P3)
	Minor issue, workaround available
	1 business day
	3 business days

	Low (P4)
	Minor issues or general queries
	2 business days
	5 business days




f. [bookmark: _heading=h.8qu0vvbrzhcn]Technical and Methodological Documentation
The deliverables shall include a set of documents describing:
· System architecture (including components, APIs, and integrations)
· Security and operational configuration
· User guides for administrators and participants
· Onboarding methodology for new partners

3. [bookmark: _heading=h.zg2mke94i71w]Functional Requirements
The subject of the contract is the delivery of a technological solution that ensures the functional operation of a data space with emphasis on data sovereignty, transparency, interoperability, scalability, and security. This chapter outlines the key functional requirements for the delivered solution.
3.1. Identity Management and Participant Verification
The system must enable the registration, verification, and management of all data space participants in accordance with a common European data space trust framework (e.g. GAIA-X, iSHARE, ...).
It must support:
· Identity verification based on European Digital Identity (EUDI Wallet, eIDAS 2.0 ready),
· A trusted identity provider with optional integration with national or sectoral registries,
· Logging of participant certificates and attributes (e.g., roles, permissions, references).
3.2. Data Publication and Cataloging
Participants must be able to publish and describe their data sources through metadata records compatible with DCAT-AP or similar open standards.
Metadata must be published via a Metadata Broker, including:
· Technical description of data
· Business and contractual terms (usage policies),
· Provider contact and identity,
· Domain-specific classification and tagging.
3.3. Data Usage Policy Negotiation and Enforcement
The system must support a mechanism for contract negotiation between data providers and consumers.
It must allow for:
· Specification of data usage terms (e.g., time limits, purpose, geographic scope),
· Automated contract conclusion (offer & agreement) and storage,
[bookmark: _heading=h.c7wj8gnqvhv4]

3.4. Enforcement of policies Data Transmission and Access
Data exchange must occur exclusively through Connectors, compatible with Data Space Protocol, ensuring:
· Encrypted data transmission,
· Access control based on agreed contracts,
· Transfer of structured and unstructured data (e.g., CSV, JSON, images, videos),
· Logging of each transaction for audit purposes.
3.5. Auditability, Trust and Traceability 
All operations within the data space must be auditable, transparent, and traceable in order to demonstrate compliance with contractual terms and data space rules.
Minimum requirements:
1. Decentralized logging (default mode)
· Each data space participant must maintain local audit records of all data transactions performed through their connector/hub, including:
· Identification of the data provider and recipient,
· Timestamp of the transfer,
· Reference to the applied contract/policy,
· Authorization result.
· These records must be cryptographically protected against unauthorized modification and retained for the period specified by the operational rules of the data space.
· Transaction correctness must be verifiable through pairwise comparison of provider and recipient records without the need for a central repository.
2. Optional central aggregation of audit records
· The solution must allow (based on decisions and rules defined by the data space operator) the aggregation of selected audit records into a central repository operated by the Hradec Králové Region as a trusted public institution.
· Central aggregation must be configurable at the level of individual participants and activated only with their consent or based on contractual agreements.
· The purpose of central aggregation may include operational oversight, reporting, incident analysis, or ensuring compliance with regulatory requirements.
3. Prohibition of third-party centralized control
· Audit records must not be permanently and universally accessible to any third party outside the data space.
· Any services equivalent to a Clearing House function must be operated exclusively by data space participants (in a distributed manner) or by the data space operator (Hradec Králové Region), not by an external commercial entity without a contractual relationship with the operator.
4. Standardization and interoperability
· Audit records must be maintained in a standardized format (e.g., according to IDS Clearing House API, W3C Verifiable Credentials, or an equivalent open standard) to ensure interoperability with other European data spaces.
3.6. Onboarding and Participant Management
The solution must allow the data space administrator to:
· Approve entry requests,
· Define participation levels (e.g., provider, consumer, intermediary),
· Verify compliance with certification requirements  - the IDSA reference architecture and rulebook and common European data space trust frameworks (e.g. GAIA-X, iSHARE, ...),
· Monitor participant activities.
3.7. Usability and Administration
The administrative interface must allow:
·    Management of services and components,
·    Monitoring of system load and incident logging,
·    Access to system statistics and audit logs.
End users must have access to:
·    A user-friendly interface for data publication and search,
·    Integration options via REST API or another standardized interface.


4. Technical Requirements
The technological solution for the data space must be based on open standards, a modular architecture, and the principles of trust, security, and interoperability. The solution must be scalable and portable across cloud and on-premise environments and must support federated integration with other data spaces.
4.1. System Architecture
The architecture must be based on:
· IDS Reference Architecture Model (IDS-RAM v4.0 or higher),
· A common European data space trust framework (e.g. GAIA-X, iSHARE, ...).
· Data Spaces Building Blocks defined by the DSSC.
The delivered solution must support the following features:
· Modular deployment of individual components (connector, broker, identity provider etc.),
· Capability for federation with other data spaces,
· A microservices-based or container-based approach (e.g., Docker, Kubernetes).
The infrastructure may be:
· Deployed on the contracting authority’s premises (on-premise), or
· Operated in a European cloud environment (e.g., Hetzner, OVHcloud, IONOS, Azure), with an emphasis on data sovereignty and compliance with GDPR.
4.2. Applied Standards and Protocols
Where relevant, implementation or integration of the following standards is recommended:
	Area
	Standards and Technologies

	Identity and Trust
	eIDAS 2.0, W3C Verifiable Credentials, DID (Decentralized Identifiers), GAIA-X Compliance Services

	Authentication and Authorization
	OAuth2, OpenID Connect, XACML/ALFA (for policies), Attribute-based Access Control (ABAC)

	Metadata and Cataloging
	DCAT-AP, NGSI-LD, SHACL, RDF, SPARQL

	Contract Management
	IDS Usage Control Language (LUCON / ODRL), Contract Negotiation Protocol (e.g., EDC or Sovity IDS)

	Data Transfer Protocols
	HTTPS/TLS, IDS Message Protocol, IDS Multipart Protocol, RESTful API, GraphQL

	Interoperability and Data Exchange
	JSON-LD, XML, CSV, Parquet, GeoJSON, NetCDF, etc., depending on the application domain


4.3. Cybersecurity and Operational Security
The solution must comply with the following requirements:
· NIS2 Directive (2022/2555),
· ENISA recommendations for data spaces,
· Zero Trust Architecture principles.
The requirements include:
· End-to-end encryption of data in transit and at rest,
· Audit logs of all accesses and operations,
· Possibility of integration with SIEM tools (e.g., Wazuh, ELK, Splunk),
· Two-factor authentication and access control.
All components must be regularly updated and monitored. The contractor must submit an incident response and data backup plan.
4.4. Operational Requirements and Scalability
The delivered solution must support a minimum of 10 participants and handle data flows of up to several hundred GB/month (scalable as needed).
Components must be monitorable via an administrative interface (e.g., Prometheus + Grafana, Zabbix, Kibana).
The solution must support operational SLAs with at least 99.5% availability under standard load.
4.5. Documentation and Interfaces
The contractor must provide:
· Documentation for all components (user, technical, and API),
· OpenAPI / Swagger specification for all public API interfaces,
· Sample data and testing scenarios.
All components must be operable either as open-source variants or be based on technologies available within Europe. Preference will be given to solutions based on:
· Eclipse Dataspace Components (EDC),
· IDSA members.

5. Interoperability Requirements
The goal of the solution is to ensure full interoperability of the delivered data space with other national and European data spaces and ecosystems. Interoperability is a key condition for scalability, federation, and integration of diverse data sources and consumers in accordance with the principles of the European Common Data Spaces.
5.1. Technical Interoperability
Is required:
· Use of open and standardized APIs: All components of the data space must communicate using open interfaces (e.g., REST, GraphQL, IDS Multipart Protocol).
· Support for EDC/IDS connectors: The solution must be capable of interoperating with components based on Eclipse Dataspace Components (EDC), even when implemented by different vendors (IDSA members).
5.2. Semantic Interoperability
· Support for standardized data models:
· DCAT-AP (for metadata publication in public administration),
· NGSI-LD (for real-time data entities, e.g., in Smart Cities),
· INSPIRE / GeoJSON (for geospatial data),
· Other domain-specific ontologies and schemas (e.g., SAREF for energy, HL7/FHIR for healthcare).
· Data validation and transformation:
· The system must support transformation between different data schemas and formats (e.g., XML ↔ JSON-LD, RDF ↔ CSV) and allow for data annotation using ontologies (e.g., OWL, SHACL).
5.3. Organizational Interoperability
· Sharing of policies and conditions:
· The delivered solution must allow expression and sharing of contractual terms and policies (data usage policies) in a machine-readable format (e.g., ODRL, LUCON).
· Exchange of identity and trust mechanisms:
· Identity and certification mechanisms must be recognized and compatible with a common European data space trust framework (e.g. GAIA-X, iSHARE, ...)..
· Participants must be able to use attributes and certificates issued by other trusted authorities.

5.4. Data Portability and Openness 
Export and reuse of data:
· All published data must be accessible via standard export formats (e.g., CSV, JSON, XML, RDF).
· Users must be able to access the data catalog using standardized query interfaces (e.g., SPARQL endpoint).
Support for FAIR principles (Findable, Accessible, Interoperable, Reusable):
· Metadata and data must be designed in line with FAIR principles to facilitate sharing and reuse in other contexts.
5.5. Compatibility with European Data Spaces
The delivered solution should be technically and functionally prepared for integration or connection with:
· European data spaces (e.g., Mobility Data Space, Tourism Data Space, Green Deal Data Space), ). Intra Data Space communication is still under development. communication with other data spaces should be evaluated use case specific.
· Sandboxes and federations operated within the framework of the Data Spaces Support Centre or GAIA-X Hubs.
6. [bookmark: _heading=h.595hyh31ucl4]Project phases
The contracting authority expects that the implementation of the data space will take place in structured stages to ensure a functional, safe and sustainable implementation of the system. 
The implementation of the project will be carried out in phases that follow the logical structure of the scope of work as described in Chapter 2 of this document. The different phases represent key milestones in the process of design, implementation, commissioning and handover of the data room to the contracting authority. The estimated duration of each phase serves as an indicative framework for planning and organising the work.


	Project Phase
	Activity Description
	Duration Estimate

	Delivery of data space components
	Delivery and configuration of data space components: connector, catalogue, identity & trust modules, audit components, usage policy manager
	1-2 months

	Pilot commissioning and testing support
	Installation in the sponsor's environment, basic functional tests, interoperability verification, training of administrators and users
	2-3 months

	Data integration and registration of participants
	Connection of selected partners (e.g. Municipalities, DMOs), preparation and cataloguing of first datasets, setting access rights and roles
	1-2 months

	Delivery of technical and methodological documentation 
	Comprehensive documentation of components, APIs, architecture, operational parameters, onboarding of partners and integration guides
	in parallel with phase 2 and 3

	Handover and operational preparation (DSaaS)
	Finalization of documentation, setting SLAs, handover of the system to administration, definition of operational processes, escalation schemes and exit strategy if necessary
	1 month





7. Glossary of data space terms

	Term
	Definition

	Clearing House
	A component in the data space that logs transactions between participants (e.g., who shared what with whom). It ensures auditability, trust, and sometimes billing in case of paid data exchange.

	Connector
	A software component that connects participants in a data space and enables secure and controlled data sharing.

	CSV (Comma-Separated Values)
	A simple file format for tabular data. Commonly used for importing/exporting data but lacks semantic structure.

	DCAT-AP (Data Catalog Vocabulary – Application Profile)
	A European profile for describing metadata of data catalogs (e.g., in public administration or data spaces). Facilitates easy discovery and sharing of datasets across portals.

	DSaaS (Data Space as a Service)
	A model in which the entire data space or its components (e.g., connector, catalog, identity management) are provided as a service.

	DSSC (Data Space Support Centre)
	A European centre coordinating the development of common European data spaces. It provides methodologies, blueprints, standards, and glossaries. It serves as an umbrella for sector-specific data space initiatives.

	DSSC Sandbox
	A test environment created by the DSSC where developers and organizations can experiment with data space components such as connectors, catalogs, and identity management tools.

	EDC (Eclipse Dataspace Components)
	An open-source framework maintained by the Eclipse Foundation for building connectors in data spaces. Supports Dataspace Protocol and modular development.

	EDWG (European Data Working Group)
	A European-level working group focusing on the development of data spaces, data interoperability, and strategic frameworks.

	eIDAS 2.0
	The revised European regulation on electronic identification, introducing the EUDI Wallet and enabling cross-border digital identity interoperability.

	ENISA (EU Agency for Cybersecurity)
	The European Union agency responsible for cybersecurity. It issues certification schemes (e.g., EUCS) and guidelines for securing data space components.

	EUDI Wallet (European Digital Identity Wallet)
	A European digital identity wallet under eIDAS 2.0 allowing citizens and businesses to store and use trusted digital credentials, e.g., for accessing services or signing transactions in data spaces.

	GAIA-X
	A European initiative aiming to create a federated data infrastructure based on open standards.

	GAIA-X Federation Services
	A set of services ensuring interoperability and trust within a federation of data spaces. These are foundational building blocks of the Gaia-X ecosystem.

	Identity and Trust Modules
	Modules that manage identity and trust relationships within a data space.

	IDS Rulebook
	A document issued by IDSA that sets technical, legal, and organizational rules for operating data spaces based on the IDS architecture.

	IDSA (International Data Spaces Association)
	A non-profit international association aiming to enable interoperable and trustworthy data exchange across sectors.

	IDS-RAM (Reference Architecture Model)
	A reference architecture developed by IDSA that defines the components (e.g., connector), roles, processes, and security principles for implementing a data space.

	INSPIRE / GeoJSON
	INSPIRE: EU directive standardizing spatial data infrastructures. GeoJSON: A format for representing geographic data such as points, lines, and polygons, used in mobility or tourism data spaces.

	iSHARE
	A Dutch framework for identity management, access control, and trust in decentralized data-sharing environments.

	ISO/IEC
	International standardization bodies (International Organization for Standardization and International Electrotechnical Commission) that develop global technical standards, including for data security, cloud services, and data exchange.

	JSON-LD (JavaScript Object Notation for Linked Data)
	An extension of the JSON format with semantic capabilities. Recommended by W3C for datasets that use linked data principles (e.g., DCAT-AP).

	LUCON (LUcy CONtract enforcement)
	A framework developed by Fraunhofer AISEC for enforcing data usage policies in connectors. Tracks and controls what happens to data after it is shared (IDS Usage Control).

	NGSI-LD
	A FIWARE standard for exchanging context-aware information in real time (e.g., sensor and IoT data), based on linked data principles.

	NIS2 ready
	A label for components, infrastructures, or organizations that comply with the NIS2 Directive (on network and information systems security). Data spaces should meet these security standards.

	ODRL (Open Digital Rights Language)
	A standard for expressing data usage and access rules. Used in data spaces for enforcing usage policies (e.g., non-commercial use only).

	OWL (Web Ontology Language)
	A language for creating semantic models (ontologies) that define terms (e.g., "tourist destination", "accommodation service") and their relationships.

	RDF (Resource Description Framework)
	A foundational model for semantic data. Represents data as triples (subject–predicate–object) and supports graph-based knowledge representation.

	RDF/SPARQL endpoint
	A web service that provides access to data in RDF format and allows querying it using SPARQL. Common in semantic data infrastructures and data spaces.

	SHACL (Shapes Constraint Language)
	A language for validating the structure of RDF data. Used in data spaces to ensure that shared data conform to predefined ontologies.

	SIEM tools (Security Information and Event Management)
	Tools for monitoring, analyzing, and correlating security events in real time. In data spaces, they help detect threats (e.g., unauthorized access) and ensure compliance with security standards such as NIS2.

	SPARQL
	A query language for retrieving and manipulating data stored in RDF format.

	XML (eXtensible Markup Language)
	A structured markup language for encoding data for exchange. Widely used in public administration and data integration.
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